
Software Freedom Law Center, India (SFLC.in) welcomes the draft Personal
Data Protection Bill, 2022 published by the Ministry of Electronics and
Information Technology (MeitY), Government of India. Legislative action to
protect the data rights of Indians has been long pending, and we hope that
this Bill, when introduced in Parliament, will provide the much needed relief.
We also welcome the move by MeitY to invite public comments on the draft
Bill. 

Securing digital rights through legislative action is pertinent given the
increasing adoption of technological solutions in India by the state and by
private entities. The potency of data as an enabler of efficiency in delivery of
services and ensuring ease of life is undeniable. However, the
constitutionally protected right to privacy of individuals, and their right to
autonomy, is made vulnerable when their personal data is not protected. 

SFLC.in is keen to assist in the achievement of this objective, and makes the
following recommendations to make the draft Digital Personal Data
Protection Act, 2022 more rights respecting and in tune with the law laid
down by the Supreme Court in K.S.Puttaswamy v Union of India. The
comments attempt to supply suggestions in this vein. We have dealt with
each provision of the draft Bill comprehensively, by highlighting issues which
arise in the provision as it stands, and by providing recommendations which
draw from our analysis, the previous data protection legislation considered
in India, and the experiences of comparative jurisdictions. 
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Introduction 



1. 2018 Bill:                The Personal Data Protection Bill, 2018
2. 2019 Bill:                The Personal Data Protection Bill, 2019
3. JPC Report, 2021:   Joint Parliamentary Committee Report, 2021
4. 2021 Bill:                 The Data Protection Bill, 2021
5. Current Bill:            The Digital Personal Data Protection Bill, 2022
6. IT Act:                       Information Technology Act, 2000
7. RTI Act:                     Right to Information Act, 2005
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Abbreviations



Comments: 
Data Protection principles lie at the heart of any rights respecting data protection
regulation. They provide guidance to all stakeholders for data governance.
Additionally, these principles also lay down contours within which the actions of any
stakeholder can be adjudged therefore, increasing accountability. 
 The text of the current Bill does not comply with several of the data protection
principles.. However, these do find mention under the Explanatory Note to the
DPDPB, 2022.
The principle of Lawful, Transparent and Fair usage of personal data by Fiduciaries is
existent to some degree, with the Bill providing that processing can only take place
not in a manner violative of the rigours of the Act. Certain degree of transparency is
provided to Data Principals in as much as they can request for details (not all) of
their personal data stored with Fiduciaries.
The principle of Purpose Limitation which provides that data is utilised only for the
purpose for which it was collected in the first place, is found to be conflated with
other principles. The Accuracy principle of personal data provides that only updated
and accurate personal data is stored by entities processing data. The current Bill
articulates this through Clause 9(2) stating that Fiduciaries must make reasonable
efforts to ensure that the personal data stored is accurate and complete.
The principle of Storage limitation states that personal data is not to be stored
beyond the time period for which it is actually required. Clause 9(6) does enshrine
the principle to a good degree.
Security safeguards enable adequate security measures to be in-place to prevent
data breaches, unauthorised access, etc. Clause 9(3) and (4) recognize the
importance of such security and accountability measures to prevent data breaches
from taking place.
The principle of Data Minimization provides that only that data which is required is
collected, and not more. However, the principle is not operationalised anywhere in
the text of the current Bill, whether substantively or through other means.

Recommendation:
It is recommended that the principles of Lawful, transparent and fair data are
mentioned separately under the Text of the Bill to ensure that Data Principals are
aware of the exact and specific reasons for which their data is being collected and
processed. It is also recommended that Principle of Data Minimization be
incorporated in the clauses by providing for a clause which restricts the amount of
data that can be collected or stored, on the very first instance of data collection.
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Comments:
The Definitions clause in the draft Bill, Section 2, sees a marked difference from the
previous data protection legislation introduced in India. In those iterations,
statutory definitions were provided for key terms like ‘biometric data’, ‘health data’,
‘financial data’, etc. Generally, a greater discretion has been carved out in the
current Bill for the Central Government to define several important concepts. As a
legislative instrument which seeks to protect existing rights, and one which should
introduce new rights to protect citizens’ data, it is important that the elected
representatives are allowed to debate on them, and suggest amendments to them.
By deferring the function of providing these important definitions to the Executive,
Parliamentary participation in the lawmaking process is negatively affected.
Furthermore, non-definition of terms pertinent to the subject-matter of the Bill will
likely give rise to ambiguities which can hamper the protection of the rights of Data
Principals. 
 
The draft Bill, for example, omits defining key terms like ‘anonymization’, ‘biometric
data’, ‘financial data’, ‘health data’, ‘sensitive data personal data’, ‘significant harm’.
This is in keeping with the theme of the draft Bill of not recognising that different
types of data- and different types of harms which arise from violation of data rights-
require differentiated protections.
 
In addition, the definition of ‘harm’ has been narrowed significantly. Harm, under
the previous Bills, were enumerated in an inclusive definition with specific mentions
of mental injury, loss of reputation, ‘restriction placed or suffered placed or suffered
directly or indirectly on speech, movement or any other action arising out of a fear
of being observed or surveilled’, and ‘physiological manipulation which impairs the
autonomy of the individual’.

The draft Bill in consideration extends a definition of ‘public interest’ under sub-
section 18. This, when read with clause 8(8), and 8(9)(b) allows for the processing of
personal data without the consent of the data subject. ‘Public interest’ for the
purposes of the draft Bill is stated to include ‘maintenance of public order’ in the
provision. The ambiguity of both of these terms creates opportunities for misuse,
which leave rights vulnerable to arbitrary incursions.

The contractions witnessed in the current Bill require serious reconsideration.
Absence of definitions to key terms can lead to ambiguities about legislative intent
while dealing with contestations concerning data rights. This ambiguity, for example
with what data may be considered ‘biometric data’, can interfere with proceedings
concerning the rights of the Data Principal, and result in consequences which
contradicts the purpose of the current Bill to protect rights. 
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Definitions 



Examples of these statutes in comparative jurisdictions will allow a greater insight
into legislative practices ideal for data protection laws. The European Union’s
General Data Protection Regulation, 2018, for example, statutorily defines ‘biometric
data’, ‘genetic data’, ‘data concerning health’ (in Article 4). The Brazilian General Data
Protection Law - The Lei Geral de Proteção de Dados or General Data Protection Law
in English (LGPD) , 2020 - defines in Article 5(II) the categories of data which qualify
as ‘sensitive personal data’, providing clarity to the adjudicating authority when
related questions may come before it. The Personal Information Protection and
Electronic Documents Act, 2000, which seeks to protect personal information in
Canada, defines ‘personal health information’ for both living and deceased
individuals under Section 2(1). The definition is exhaustive so as to include personal
information pertaining to an individual which may be generated at any point while
availing or accessing healthcare services.

Recommendations:
It is recommended that the definitions of ‘biometric data’, ‘financial data’, ‘genetic
data’, ‘harm’, ‘health data’, ‘sensitive personal data’, ‘significant data fiduciary’,
‘significant harm’, ‘surveillance’, which were present in the Personal Data Protection
Bill, 2018, be adopted from it.

As mentioned above, legislative clarity in these definitions is crucial to ensure that
issues of ambiguity do not get in the way of citizens accessing their rights. An
additional issue arises through non-definition of important terms in the statute-
where the definition has been deferred to the Executive, to supply meaning to terms
through Rules to be notified later, legislative scrutiny to those definitions is
circumvented. It must be understood that since these terms would relate to
provisions in the statute which provide additional protection to citizens’ data,
legislative involvement in the process cannot be excluded. Therefore, it is
recommended that these definitions be included in Section 2 of the draft Bill.

Additionally, it is recommended a legislative mandate be introduced to lay all Rules
made under this Bill before both Houses of Parliament. As recommended in the
Forty Fifth Report of the Rajya Sabha Committee on Subordinate Legislation
published in 1981, the requirement of an affirmative resolution when Rules are
added to statutes is highly desirable where the Rules may affect personal rights,
may enable a departure from the enabling Act, or may involve matters of special
importance.
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With regard to surveillance, the Bill does not mention data collection, processing, or
use for the purposes of surveillance. While this might seem innocuous, the JPC
Report on The PDP Bill, 2019 also specified that the Government’s surveillance on
data stored in India must be strictly based on necessity as laid down in the
legislation, and that the same must be incorporated into the text of the Bill.
Mentioning surveillance as a harm, and assuring that governmental surveillance
would be at a minimum, with appropriate procedural checks, is important to ensure
the trust and faith of citizens in the security of their personal data.
 
The issues dealt with in this draft Bill create new protections from violation of long-
standing rights (of privacy and autonomy), which need urgent protection. The above
recommendations for amendments to the definitions clause will ensure that the
object of the Bill in this regard is met.
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Comments:
The Bill has omitted to include a definitive or detailed timeline for the
implementation of its provisions and the compliance mechanisms thereunder. It has
been proposed through a phasic approach, where different implementation
timelines are to be appointed for different provisions, rather than a uniform
implementation of all provisions simultaneously.
 
This proposition disregards the vast extent to which small and medium enterprises,
start-ups and other entities ought to account for the lack of their technical know-
how, access to the meta data, hard ware, and other technical impediments. This
open-ended implementation does not provide a reliable timeline under which these
enterprises can direct their efforts and resources to revise and update their policies,
processes, technological infrastructure, etc. to be aligned with the larger entities, in
order to enforce the provisions of the Bill in a systematic and homogenous manner.
Further, as the subject of the Bill covers various interrelated processes and the
enforcement of an effectuated provision may be difficult in case it is principally
related to an inactive provision, for example, the rights of a data principle and the
obligations of a data fiduciary. As seen previously in the 2019 and 2018 versions of
the Bill, it is probable that provisions whose implementations would require a larger
period of time would be effectuated first, such as the constitution of the Data
Protection Board, with the remaining provisions following in a phased manner.
 
Recommendations: 
The implementation timeline prescribed by the Bill overlooks the recommendation
as outlined by the Report of the Joint Parliamentary Committee, which extended the
timeline for 2 years for the implementation of the Bill, with specific carve-outs for
the constitution of the Data Protection Authority (now Board), registration of data
fiduciaries and other fundamental processes integral to the effective
implementation of the Bill. A prescribed timeline provides for a reliable and timely
implementation process of the Bill, allowing all the entities, upon which the Bill
would apply, a foreseeable and definitive timeline to effectively comply with its
provisions. We recommend that a similar timeline be included in the scope of the
bill.

Software Freedom Law Center,  India
2nd Floor, K9  Birbal Road, K-Block
Jangpura Extension, Delhi – 110014

+91-11-43587126
mail@sflc.in
www.sflc.in 

Implementation Timeline



The Data Protection Board, along with
Any Data Principal, to whom any personal data relates or pertains to, which has
been affected in the breach. This mandate now lies with the Data Fiduciary,
which in all previous drafts lied with the Data Protection authority. 

Comments:
The mechanism proposed under the current Bill mandates a Data Fiduciary to
report any personal data breaches, where there is a likelihood of harm being posed
to the rights of Data Principals, to the Board as well as each affected Principal. 
 
In the event of a data breach, the Data Fiduciary or Data Processor must notify the
following entities:

 
In order to pre-empt and mitigate the risks of a breach, a Data Fiduciary is obligated
to adopt reasonable security safeguards. Additionally, in the case of a personal data
breach, a Fiduciary may be instructed by the Board, as per its discretion on
assessing the possible impact of the breach, to adopt any urgent measures to
remedy such breach or mitigate the harm caused to the Data Principals.
 
Under the 2021 Bill, Data Fiduciaries were responsible for providing reasons for a
delay in notifying the Board of any breach. This provision for instilling accountability
for delays in a Data Fiduciary has been eliminated from the current Bill, which may
possibly result in the notification process being less transparent. Similarly, the
compliance mechanism towards periodically reviewing a data breach by the
Authority through a log regularly maintained by the Data Fiduciary in order to
assess any patterns and shortcomings, if any, has also been omitted.
 
At present, the clause reads that the contents of a breach notification are to be
dictated by the form and manner as determined by the rules prescribed under the
Bill. The manner determined by the rules may deviate from the previously
mandated particulars of the notification, as featured in the legislative text of the
previous Bills. Such an unequivocal and specific mandate eliminates the scope of
any ambiguity in the uniformity and consistency of notifying breaches. This puts the
Fiduciaries/Processors at an advantageous position to exploit this as a technical
loophole and evade the responsibility of providing the data principals with a
complete understanding of the extent and nature of the breach. Despite the fact
that the duty to notify the principal of a breach, simultaneously with the Board, has
been inserted, it may defeat the purpose it has been intended to serve if the
notification is not comprehensive, informative and all-encompassing in nature.
Providing a limited and restrained notification should not be left at the subjective
discretion of the executive while framing the Rules.
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Recommendations:
It’s essential that the requirement of a detailed breach notification to the data
principal ought to be reinstated in the Bill, with specific itemised particulars,
mandating the notification of the following:
○   Nature of the personal data breached
○   Number of data principals affected
○   Possible consequences of the breach
○   Remedial action undertaken by the data fiduciary
 
Leaving the same to the Rules puts a heavier dependency on the executive’s outlook
on the principle of notifying personal data breaches, which may deviate from the
recommendations laid under the previous Bills, as well as the legislative outlook,
and prove to be counter-intuitive. It is pertinent to note that the above mentioned
requirement would align the Bill with GDPR’s Articles 33 and 34, which require a
detailed and analytical breach notification to the principals, providing them with an
expansive outlook towards the breach. 
 
Further, the removal of the time restrictions of providing the notification to the
Board and the Data Principal by the defaulting Fiduciary erodes the essence of
transparency and clarity in the representation of a breach, as time plays an essential
role in such a situation. Reinstating such a requirement would ensure whatever
remedial actions and damage-control has been employed by the fiduciary are done
so under the supervision and cognizance of the Board. In the absence of the above,
a certain recourse must be provided to the Data Principals for the additional
damage or loss suffered by them due to an untimely or a delayed notification. The
same must apply irrespective of whether it was a deliberate or an unintentional
deferment by the Fiduciary, with the burden of proof on them. Lastly, to instil
accountability on Fiduciaries, the details of any personal data breach must be
published on their website as well as the Board, as a caveat. Such instances ought to
be public knowledge as it deals with the information of the public.
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Comments: 
Age-gating has been provided as a technical measure in the current Bill. Age-gating
is a tool that restricts people below a certain age from accessing digital content. It is
a tool through which children can be protected against inappropriate content, such
as sale of tobacco products, or gambling websites. Data Fiduciaries will have to
ensure that they obtain ‘verifiable parental consent’ before the child’s data can be
processed. How this will be undertaken is, however, yet to be seen, for instance,
whether through furnishing documents proving parental supervision, or even using
Artificial Intelligence software, such as facial recognition technology. Pertinently, the
current Bill has narrowed down the definition of ‘harm’ from all the earlier bills (see
section 2(10). As a result, the protections against harms which existed previously,
for instance against discriminatory content, extortion and unreasonable
surveillance, are found to be diluted under the current Bill. The 2022 Bill states that
Data Fiduciaries shall not undertake tracking, behavioural monitoring and targeted
advertising directed at children. Such a prohibition acts as a wall against the
unregulated processing of data aimed at children, who are vulnerable and require
extra protections. This helps instil a sense of autonomy over the data generated by
children.
 
The General Data Protection Regulation (GDPR) in the European Union provides for
more transparency by mandating that where data is being taken directly from
children, the notice must be worded in a way which is comprehensible to the child.
While the GDPR recognises ‘child’ as those under 16, it allows Member States to
make their own provisions through local laws regarding such age.  
 
The California Consumer Privacy Act (CCPA) provides for a ‘right to opt-in’ for
children under 16 years of age. This basically means that the entity will have to
actively seek consent that the visitor is not below 16 in order to sell their data. If the
child is below 13, then parental authorization is required.

Recommendations:
The prohibition on profiling and monitoring children under the present framework
is a welcome inclusion. Children form part of a vulnerable group of society and
therefore, must be given additional protection. A recommendation in this regard is
to make all services targeted to children as a ‘Opt-in’ mechanism as opposed to ‘Opt-
out’. This would place more authority in the hands of the parent and child entering
into such a data processing activity.
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new technologies or large scale profiling or
use of sensitive personal data such as genetic data or biometric data,
or any other processing which carries a risk of significant harm to data
principals.

the obligation of conducting an impact assessment before using new
technologies, or large scale profiling, or use of sensitive personal data etc. is
reintorduced in the text of the Bill.
the obligation of record keeping, which is essential for transparency and
accountability is also mandated through legislation.

Comments:
Section 11 of the current Bill provides the classification for Significant Data
Fiduciaries on the basis of certain factors such as the volume and sensitivity of
personal data processed, risk of harm to the Data Principal, potential impact on the
sovereignty and integrity of India, risk to electoral democracy, security of the State,
public order, and other factors. All Previous Bills also included other factors, which
while not explicitly mentioned in the Bill, might be incorporated at a later stage.
Those factors are - sensitivity of personal data processed, turnover of the data
fiduciary, use of new technologies for processing, any social media platform with
users above such threshold as may be prescribed.
Keeping up with the general approach of the current Bill of reducing the power of
the Data Protection Board/ Authority, the Bill gives the power to classify significant
data fiduciaries to the Central Government as opposed to the Board. The previous
Bills gave this power to the Data Protection Authority. 
Sub section 2 provides for the obligations of the Significant Data Fiduciaries. There
are 3 obligations stated in the Bill. In comparison to the previous Bills these
obligations are framed very broadly. For example, all the previous Bills required
Significant Data Fiduciaries to conduct an impact assessment before undertaking
any processing involving:

Such processing could not be done unless an impact assessment was undertaken.
Further, all the previous Bills required these Fiduciaries to maintain records with
respect to important operations in the data life-cycle including collection, transfers;
periodic review of security measures etc. These obligations have now been
removed.

Recommendation: 
While the brevity of language is appreciated, it must not result in the substance of
the legislation getting adversely impacted. These obligations on the significant data
fiduciaries are essential for protecting data principals from harms. These also
enhance transparency and resultantly the accountability and fairness in processing
of data of the data principals. Therefore, it is recommended that:

1.

2.
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Clause 12: Right to Information

Comments: 
Data Principals have been granted some degree of access to their personal
information under the 2022 Bill. They have the right to confirmation that the Data
Fiduciary is, or has processed their personal data. Further, they can request the
Data Fiduciary for a summary of the personal data that has been processed.
Identities of all the Data Fiduciaries with whom their personal data has been shared
must be made known in one place. The Government may prescribe any further
obligations in this regard.

Article 13 of GDPR which corresponds to Clause 12 of the DPDPB, 2022, however, is
much wider in scope. It allows the Data Subjects (Data Principals) the right to receive
information, in addition to those under DPDPB 2022, about the purposes for which
data was collected, the recipients of personal data, whether the data may be
transferred to a third country or organization, time-period for which data might be
stored, and whether there is an intention to process the data for any other reason
than the one for which data was processed first.
 
The DPDPB, 2022 is notable also in part, for its absence of the Right to Access. This
right facilitates the Data Subject to gauge just about how much data the Data
Fiduciary holds on the Data Subject, including why and how. 
 
CCPA --- California’s data privacy law enshrines the ‘Right to Know’. It grants data
subjects the right to request information about the sources from which the business
collected personal data, categories of third parties with whom the data shall be
shared, and the information that would be sold or disclosed to third parties. This
information is to be provided for the 12-month period preceding the request for
information and free of charge.
 
Recommendation:
Providing Data Principals with their data must be made free of charge and carried
out within a reasonable timeframe. Therefore, Fiduciaries must have in place
appropriate mechanisms to carry out their duties without incurring exceptional
costs. 
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Clause 13: Right to correction and erasure of personal data

Comments: 
The Bill grants Data Principals a right to correct and erase their personal data, and
in pursuance of applicable laws. Clause 13 states that Data Fiduciaries must either
correct, complete, or update the details of the personal data belonging to the Data
Principal upon request. Fiduciaries must also undertake an erasure request on
behalf of the Principal, except where such data is necessary for a legal purpose.
An instance being where a person who has been convicted and sentenced under the
provisions of the IPC, 1860, submits a request for erasure during the time his
sentence runs, and the same is rightfully denied by the Data Fiduciary who is a
public employer.
 
GDPR --- Right to rectification under the GDPR enshrines the right of the Data
Subject to request from the Fiduciary that their data is correct.         
                 
CCPA --- The right to rectification does not find mention under the CCPA. On the
other hand, the California Privacy Rights Act (CPRA) does stipulate that users can
amend or request for correction of any inaccurate personal data from the business
storing such data1. The CPRA will come into effect in January 2023.

Recommendation:
The right to rectification is an important right available to Data Principals to ensure
that their data is accurate and not misleading. Hence, its inclusion under the
present Bill is welcomed.
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California Privacy Rights Act of 2020 (Proposition 24), comes into effect January
2023, available at: https://cpra.gtlaw.com/cpra-full-text/. 

1.

https://cpra.gtlaw.com/cpra-full-text/


Clause 14: Right of grievance redressal

Comments:
The current version of the Bill prescribes that Data Fiduciaries must enable users to
file complaints registering a grievance with them. Users who are not satisfied with
the Fiduciary’s response, or receive no response within 7 days, have the option of
registering a complaint with the Data Protection Board of India. More details on the
Board are expected to be prescribed soon.
 
GDPR --- Article 77 of the GDPR provides users with the right to file a complaint with
the Supervisory Authority of the Member State where he/she resides, or works, or at
the place of infringement. The obligation falls on the Supervisory Authority to
inform the user of the progress of the complaint, including whether there lies any
judicial remedy.
 
CCPA --- The CCPA provides a mechanism for users to complain against unlawful or
arbitrary exercise of their personal data by businesses. For instance, if a user starts
receiving ads relating to a health condition he/she wants to remain private, then the
user can file a complaint with the California AG. Details of the violation must be
provided here. According to statements from the AG, 75% of businesses amended
their practices within the 30-day period mandated under the CCPA.

Recommendation:
The issues that arise with the composition of the Data Protection Board of India
must be acknowledged and addressed. A quasi-judicial body comprising technical
experts must be the way forward, as is internationally accepted. Such a measure not
only encourages public participation, but also public trust in the grievance redressal
mechanism.
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Clause 15: Right to nominate

Comments:
The right to nominate has been added to the DPDPB 2022. This, in essence, gives
users the right to nominate any individual (kiln, relative, friend or acquaintance)
with the power to exercise the users rights in the event of their death or incapacity.
Incapacity has been explained too mean inability to exercise their rights due to
unsoundness of mind or body. It remains to be seen how the right to nominate will
effect the other concomitant rights under the Bill.
 
GDPR ---The GDPR does not contain a right to nominate. It specifically provides that
the Regulation does not apply to personal data of deceased persons, but leaves it to
the Member States to make further laws in this regard.

CCPA --- Interestingly, the CCPA too, does not contain the right to nominate. The
CPRA is also quiet on this issue.

Recommendation:
This is a welcome inclusion to the data governance framework. The right to
nominate may streamline the manner in which data ownership is ascertained for
assigning various duties and obligations.
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Right to Object: This right enables the Principal to raise objections to any
processing, or category of processing, and to have his/her personal data
safeguarded from processing activities, if the request is deemed legitimate.
Right to Data Portability (present in earlier versions, see JPC Report, 2019 Bill): A
surprising omission; this right allows Principals to receive a copy of their
personal data from Fiduciaries in a machine-readable and easy-to-access
manner. It becomes useful when Principals may want to switch their service-
providers or any other business.
Right to Access:Under the present Bill, the Data Principals do not have access to
a significant portion of their data. Only certain details are provided to them by
the Fiduciary at the time of taking their consent through a notice; however, Data
Principals must enjoy certain access to their personal data to ensure
transparency, such as, time period for which data is going to be retained,
recipients of the personal data, any third-party who will receive their data, etc.
Right to Communication: The Bill must effectively and clearly elucidate the rights
and duties of the Data Principal and the Fiduciary to the Principal at the time of
taking their consent, or when data is first being processed. This is a concomitant
right flowing from the Right to Access and is necessary to ensure that the
Principals are taking a well-informed and active decision.  

 Rights that are absent

Comments:
There is a stark absence felt of the following rights under the DPDPB, 2022:
 

Recommendation:
Data Principals must be given the opportunity to object to certain categories of
processing that they do not wish their personal data to be subjected to. Such a right
ensures that the Principal exercises more autonomy over their data. Another
important inclusion must come in the form of the Right to Data Portability for users
to sufficiently operate their data across several Data Fiduciaries. At the outset,
Principals must be provided clear information in an easily-accessible manner as to
the kinds of processing activities that their personal data shall be subjected to.
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The duty to comply with the provisions of all applicable laws, while exercising
their rights under the current Bill
The duty not to register any false or frivolous grievances with the Data Fiduciary
or the Board,
The duty not to furnish any false particulars, suppress any material information
or impersonate another person, while applying for any document, service or
proof of identity or address
The duty to only furnish such information which is verifiably authentic, on
enforcing their right to correction or erasure under this Bill

Comments:
The current Bill is the first to introduce duties on Data Principals, which places
obligations on them to comply with the following:

1.

2.

3.

4.

 On failure to comply with their duties, Data Principals can be penalised up to INR 10
thousand under Schedule 1 of the Bill.

Recommendations:
The scope of misuse of this provision may prove to be over-broad as it completely
overlooks the scenario where a Data Principal may be unaware of the application of
the Bill and its extent, implications and whether they lie under the obligation to fulfil
such duties. Additionally, the implementation of this provision may be ambiguous
due to the lack of clarity in the Bill’s application, due to the absence of a clear
definition as to what classes of personal data may even be classified as digital. Also,
the first sub-clause, which requires data principals to be in compliance with all
applicable laws, may be deemed as vague since it may be interpreted to mean that
any breach of any applicable law could negate data principal's rights. It’s notable to
mention that no safeguards have been provided for situations where there may be
no rational nexus between the right to be exercised under the Bill and the non-
compliance of an applicable law.
 
Further, the penalty of INR 10,000/- against Data Principals for non-compliance with
their duties could be eliminated completely, relaxing the clause to a mere obligatory
provision and guiding principle while providing their personal data to Data
Fiduciaries, rather than an enforceable provision with a financial penalty. The
present Bill is the first of its kind to introduce penalties on Data Principals due to
non-compliance and is a departure from the earlier bills which were focused on the
rights of the data principals.
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Comments:
The factors for transferring data outside India under Clause 17 have not been
defined. Further, the absence of a definition of sensitive personal data opens the
door for sectoral confusion, with different regulators, such as the RBI can mandate
localization.

Under the current Bill, transfer of personal data is allowed under Clause 17,
contingent on certain factors. However, what exactly these factors are have not
been defined. Further, the wording of the clause allows for the transfer of all kinds
of personal data, including sensitive and critical personal data, financial data, etc.
This is likely to cause confusion, as certain regulators such as the RBI have already
mandated localization for payments data within the country.

A reading of the Bill shows that the distinction between sensitive, and critical, and
personal data has been entirely done away with. This means that requirements for
localization, or the lack thereof, can be read to be applied uniformly to all data that
the Bill covers. As pointed out, inter regulatory disputes can crop up due to the lack
of suitable definitions. The RBI for example mandates data localization
requirements on all players in the Indian payments ecosystem. It requires all
payment system providers and their suppliers and intermediaries to store the entire
data related to payment transactions only in India. However, this might then come
into conflict with a whitelisting approach such as the one specified by the Bill.

Further, the factors for whitelisting countries to which data can be transferred is
absent from the text of the Bill. Clarity in this regard can be sought from foreign
legislations, which are similarly worded.
Taking a look at international legislations, it can be seen that Clause 17 is
linguistically similar to Article 34 of the Brazilian Data Protection Legislation- The Lei
Geral de Proteção de Dados or General Data Protection Law in English (LGPD), as
well as Article 9 (2) of the Turkey Data Protection Legislation. However, these
Articles explicitly set out the factors for transfer within the provision itself. This
allows for more clarity and transparency. Some of these are-
Art. 33. International transfer of personal data is only allowed in the following cases:
I - to countries or international organisations that provide a level of protection of
personal data that is adequate to the provisions of this Law;
II – when the controller offers and proves guarantees of compliance with the
principles and the rights of the data subject and the regime of data protection
provided in this Law, in the form of:
a) specific contractual clauses for a given transfer;
b) standard contractual clauses;
c) binding corporate rules;
d) regularly issued stamps, certificates and codes of conduct;
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III – when the transfer is necessary for international legal cooperation between
public
intelligence, investigative and prosecutorial agencies, in accordance with the
instruments of international law;
IV – when the transfer is necessary to protect the life or physical safety of the data
subject or of a third party;
V– when the national authority authorises the transfer;
VI – when the transfer results in a commitment undertaken through international
cooperation;
VII – when the transfer is necessary for the execution of a public policy or legal
6 Following the language of General Data Protection Regulation, we translated
“normas corporativas globais” as “binding corporate rules”, also known as BCRs
(Translator’s Note). attribution of public service, which shall be publicised pursuant
to item I of the lead sentence of Art. 23 of this Law;
VIII – when the data subject has given her/his specific and highlighted consent for
the
transfer, with prior information about the international nature of the operation,
with this being clearly distinct from other purposes; or
IX – when it is necessary to satisfy the situations provided in items II, V and VI
of Art. 7 of this Law.
 
Recommendation:       
The clause on transferring personal data outside India data localization should have
a non-obstante clause incorporated into it. This will help to settle inter regulatory
disputes that have been pointed out. Further, the conditions and factors for transfer
must be clearly set out within the text of the Bill. It must be made clear what sort of
data can and cannot be transferred out of the country. The previous Bill made
mention of ‘Sensitive’ and ‘Critical’ personal data that needed to be mirrored and not
transferred out of the country. If similar requirements are to be mandated, the
same must be clarified in the Parent Act, and not through delegated legislation.
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Comments: 
Section 18 of the Bill provides for exemptions under the Bill. The Section provides
for exemption from Obligations of Data Fiduciary given under Chapter II, except
section 9(4) which provides for security safeguards to be placed by Data Fiduciary. It
also exempts from Chapter III which entails Rights and Duties of Data Principal and
section 17 which provides transfer of personal data outside India in case of:
(a) the processing of personal data is necessary for enforcing any legal right or
claim;
(b) the processing of personal data by any court or tribunal is necessary for the
performance of any judicial or quasi-judicial function;
(c) personal data is processed in the interest of prevention, detection, investigation
or prosecution of any offence or contravention of any law;
(d) processing personal data of Data Principals not within the territory of India. This
must be done pursuant to any contract entered into with any person outside the
territory of India by any person based in India. 
The Bill provides for exemptions from the entire act to the Government:
(a) by any instrumentality of the State in the interests of sovereignty and integrity of
India, security of the State, friendly relations with foreign States, maintenance of
public order or preventing incitement to any cognizable offence relating to any of
these; and
(b) necessary for research, archiving or statistical purposes if the personal data is
not to be used to take any decision specific to a Data Principal and such processing
is carried on in accordance with personal data is not to be used to take any decision
specific to a Data Principal and such processing is carried on in accordance with
standards specified by the Board.
Sub-section (3) provides that the following shall be exempted from the rigours of
section 6 [notice], section 9(2) [Data Fiduciaries obligation to maintain accuracy of
data being processed] and 9(6) [limitation of data retention], section 10 [obligation
of Data Fiduciary for protection of children’s data], section 11 [additional obligations
of Significant Data Fiduciary] and section 12 [right to information about personal
data]..This may be carried out by the Central Government through a notification.
 
Sub-section (4) provides that section 9(6) [limitation on data retention] will not apply
to State or its instrumentality.
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The section, by far, provides for the widest exemptions and has diluted the
safeguards which were first seen in the 2018 Bill. The 2018 Bill provided
exemptions pursuant to a law and in accordance with the procedure
established by such law. Additionally, it fulfilled the proportionality
requirement [See clauses 42 and 43 of the 2018 Bill]. These requirements
were further diluted by the 2019 and 2021 Bills, where the Government was
given the power to exempt any agency of the government through a
direction and not a law and such exemption could be made for the entire Act.
The 2021 Bill required the procedure to be prescribed for processing to be
fair, reasonable and proportionate. However, this Bill has done away with
that requirement as well. It also by default exempts the state and its
instrumentalities from the storage limitation principle. Such a blanket
exemption in itself is disproportionate.
 
The proportionality test propounded in the Retd. Justice K. S. Puttaswamy v.
Union of India [(2017) 10 SCC 1] judgement necessitates that the restriction
imposed on the fundamental right to privacy must satisfy the four pronged
test:
i. there is a law imposing the restriction
ii. there is a legitimate state goal which the law aims to achieve
iii. there is a rational nexus between the goal and the restriction
iv. the restriction is the least restrictive measure
 
Blanket restrictions as imposed under section 8, are not proportionate and
least restrictive measures that the law could have adopted. One may observe
that the exemptions in the 2018 Bill were less restrictive than the current Bill.
The exemptions were tailored according to the purpose for which exemption
was required.To elucidate, section 42 of the 2018 Bill specifically provides the
chapters and section from which the state can be exempted. Further, the
exemption is conditioned upon the function for which exemption is required
to be pursuant to a law. It also requires the procedure for processing to be
prescribed in that law and to be necessary and proportionate. However, no
such conditions are to be found in the current Bill. Such safeguards will
protect the section from being struck down as unconstitutional.
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Recommendation: 
There is a need to introduce adequate safeguards to ensure that the
exemptions laid down in clause 8 do not result in abuse of power. Further,
such safeguards are necessary for the law to pass constitutional muster.
Permanently, the Bill must mandate that the procedure which may be
prescribed for processing of the Bill must be fair, reasonable and
proportionate. Further, the exemptions must not be blanket. The exemptions
also need to be limited to the function that has to be performed and be the
least restrictive measure. The sub section allowing the government to
provide exemption from the entire act is overbroad and will fail the
proportionality test. Therefore, a more limited approach where state and its
instrumentalities are exempted from specific sections of the act only. This
approach is reflected in the text of 2018 Bill. This must be considered and
adopted.
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Comments: 
The current Bill establishes a Data Protection Board of India (‘DPBI’, ‘the
Board’). The primary function of the Board shall be to give effect to the
provisions of the Bill. It shall also be the public-facing authority, entrusted
with various responsibilities, including providing remedies to the aggrieved
parties.
 
The previous Bills gave detailed descriptions of the set-up and functioning of the
authority established to enforce the provisions under the Bill, which included a
determinable bar of minimum qualifications of its members (technical expertise,
legal expertise, independent experts, etc.). This legislative prescription would
effectuate the independence of the authority which was envisioned in the previous
Bills. The current Bill defers the function of determining all matters related to the
Board, including the minimum qualifications, to the Central Government. Effectively,
it replaces the schema of the previous Bill of legislatively ensuring the independence
of the Board, by vesting powers regarding this matter with the Central Government.
A selection Committee was also set up in the previous Bill, which consisted of
members from diverse authorities (members from all three branches of the
Government, and independent individuals), which has been eliminated from the
scope of the present Bill.
 
In addition, Codes of Practice were legitimized under the previous Bill, which
aimed at bringing about best practices and standards for Data Fiduciaries.
Furthermore, the functions of the Board were clearly defined under the
previous Bills, which broadly included jurisdiction and power to monitor,
enforce, set standards and lay out policy, promote research and awareness,
and handle grievances and inquiries, and adjudicate disputes. These
functions have been removed from the scope of the Board under the current
Bill, with Section 20(1)(b)’s deference to the Central Government to prescribe
by rules or law established. 

The enforcement authority has been completely redesigned under the current Bill,
digressing from the vision of an independent, powerful body, which could hold all
Data Fiduciaries accountable independently, drawing powers from law as enacted
by Parliament. The Board set up under the current Bill shall draw its power from
instruments made by the Executive, to perform functions defined by the Executive. 
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Most importantly, it shall adjudicate matters of non-compliance of all parties - that
is, it shall preside over challenges to claims of violation of the rights protected under
the Bill by all Data Fiduciaries- including the State itself [Section 2(5) read with
Section 2(12) of the current Bill]. The importance of ensuring insulation from the
possibility of any undue influence, and ensuring absolute autonomy, therefore
becomes heightened.

Comparatively, the EU GDPR, 2018 provides for independent public authorities to be
created by each Member State under Article 51 “for monitoring the application of
this Regulation”, in the interests of the fundamental rights “in relation to
processing”. Article 52 mandates the independence of the supervisory authority.
Article 52(2) specifically demands that the authority should be “free from external
influence”, and that it “shall neither seek nor take instructions from anybody”.
Article 53(2) prescribes that the composition of such authorities should have
members with requisite qualifications and skills in the area of protection of personal
data. Unlike the Indian counterpart, Article 57 of the GDPR specifically prescribes
functions of awareness about rules, risks, and rights enshrined, grievance redressal,
monitoring and compliance, investigation, standardization, etc. In addition to these
detailed functions, the provision vests powers in the Member States to prescribe
other functions to the supervisory authority created by them. The Personal Data
Protection Act, 2012 of Singapore sets up the Data Protection Commission under
Section 5 of the statute. The Commission is made responsible under the Act for the
administration of its provisions. Its functions, laid out in Section 6, include
promoting awareness about data protection in Singapore, and conducting research
on matters relating to data protection. An advisory role to the Government has also
been created for the Commission under Section 6(c). In Brazil, under the LGDP,
2020, the National Data Protection Authority is set up under Article 55-A. In addition
to a clearly defined expansive role similar to the European and Singaporean
legislation, Article 55-J, Articles 55-D to 55-G of the LGDP provide clear guidelines of
the composition and structure of the Authority. It can thus be concluded that
healthy legislative practice for the creation of authorities responsible for the
enforcement of data protection legislation requires extensive and clearly defined
roles for the body, with statutory guarantee of little or no interference invited from
the Executive, both as mandate, and through the set up of the body. This must
weigh strongly in India’s considerations while adopting its data protection
legislation. 
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Recommendation: 
The previous bills provided a greater role for the Data Protection Authority. These
included a legislative mandate for the enforcement body to bear the responsibility
to bring about uniform standards for data protection, conduct research about data
protection practices, create awareness about the rights of Data Principals, in
addition to implementing the provisions of the legislation, and monitoring and
ensuring compliance. It was also supposed to be the body which would adjudicate
claims of Data Principals. The legislation also mandated for the composition of the
body which would include experts, a multi-member representative body with
specific qualifications relevant to the subject-matter of the body. These elements
were crucial in ensuring the independence of the body, and the creation of
conditions which could realise the statute’s vision of a powerful data protection
body. It is therefore recommended that the structure, composition, qualifications,
functions, and powers which were envisioned for the body under the previous Bills
(in particular, the 2018 Bill) be retained. The current Bill must ensure that deference
to the Executive is made only after specific legislative guidance is provided. 

In particular, it must be highlighted that data protection is a technical subject that
necessitates the establishment of an expert regulator composed of individuals with
the necessary expertise and regulatory capacity to exercise various regulatory
powers. To ensure effective data protection, it is crucial for the DPBI to have
regulatory powers, especially for subject areas such as determining the grounds for
non-consensual grounds of processing personal data. Furthermore, the restoration
of the ‘Codes of Practice’ under the previous Bill, or the creation of a similar charter,
may be strongly considered. 
Legislative clarity in these matters plays an important role in introducing standards
of transparency and accountability which cannot be easily circumvented. This was
ensured under the enforcement authority envisioned in the previous Bills. It is
accordingly recommended that the theme of the previous Bills, which laid out in
meticulous detail the set-up of the authority, and envisioned an expansive role for it
be adopted, (Board under this Bill) to ensure independence and accountability of
the body.
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the duty not to register any false or frivolous grievances with the Data Fiduciary
or the Board,
the duty not to furnish any false particulars or suppress any material
information, and others.

Comment:
The limit of the financial/civil penalties imposed have been increased significantly
under the current Bill to strengthen the enforcement of its provisions.
 
The cap on imposable penalties has been increased significantly. For example, the
penalty to be imposed in the failure of adopting reasonable security practices in
preventing or mitigating a breach of personal data has been increased fifty-fold
from INR 5 Crores (as proposed in the 2019 draft Bill) to INR 250 Crores.
 
Further, the scope of criminal liability has been eliminated with only financial/civil
penalties present under the Bill currently.    
 
Specific carve-outs for corporate liability and state liability had been introduced in
the 2019 Bill (‘Offences by Companies’). Corporate liability extends to any person
who was responsible for the conduct of a company while the offence was
committed, unless it was done without their knowledge and was followed by
exercising due diligence. State liability, on the other hand, provides that the
culpability of any offence committed by a department, authority or body of the State
extends to the head of such department/authority/body and any other person who
had attributed to the commission of that offence. Notably, both of these provisions
governing corporate and state liability have been removed from the current Bill,
limiting the liability to data processors, fiduciaries and principals. 
 
The current Bill is the first to introduce penalties on Data Principals. On failure to
comply with the duties prescribed, Data Principals can be penalised up to INR
10,000, which includes (but not limited to):

 
In order to entitle the Data Principals to appropriate recourse, the 2018 Bill
suggested that joint and several liability, to pay compensation, would be attached to
the Data Fiduciary and their Processors. The 2021 Bill codified the right of a Data
Principal to file a complaint/application and simplify the procedure under which a
Data Fiduciary may approach the Authority to enforce their rights. However, in the
current Bill, the scope of seeking compensation by a Data Principal who has
suffered harm has been eliminated, along with a complaints mechanism driven by
the principal’s rights.
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Recommendations: 
In order for civil penalties to function as a deterrence to offenders, they must be
proportionate or significant enough for a defaulting fiduciary/processor to view the
offence as unprofitable. The extent of the harm caused by a breach or default is
directly proportional to the scale of the organisation and its profitability. A blanket
penalty, as provided under Schedule 1 of the Bill, may prove to be discriminatory to
smaller organisations. Hence, a penalty based on a certain percentage of the total
worldwide turnover in the preceding financial year of the data fiduciary or a
predetermined amount, as prescribed in the previous versions of the Bill, is
recommended. A similar approach has been adopted under the GDPR under Article
83, where any infringement of its provisions is penalised on a proportionate basis
between assessing the entity’s total worldwide annual turnover of the preceding
financial year, and considering a fixed amount, thereby imposing whichever is the
higher penalty.
 
Further, the removal of a Principal’s right to seek compensation threatens the
certainty in the ascription of liability in case of an offence under the Bill. It
empowers the Data Principal with a recourse in case they have suffered a material
loss, in terms of loss of privacy, reputation, or similar entitlements. In furtherance of
a Principal’s proprietary rights, the scheme of compensation provided for must
identify the aggrieved party as either an individual Principal or a class of Principals,
in case of a breach affecting a large number, through a representative application.
Section 43 A of the IT Act which provided for compensation for failure to protect
data has been scrapped. However, the Bill has omitted to include a provision to
provide compensation for aggrieved individuals. Such a provision needs to be
incorporated in the bill.
 
The GDPR adopts a similar perspective where any harm, material or non-material, is
suffered by the Data Principal, caused by the non-compliance of the Regulation by a
Data Fiduciary/Controller. Article 82 provides for the compensation mechanism,
with a specific carve-out for joint and severed liability on the Fiduciary.
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Amendments to IT Act, 2000
Comments:
The amendments to the IT Act, 2000 and the Information Technology (Reasonable
security practices and procedures and sensitive personal data or information) Rules,
2011 removes the definition of sensitive personal data from the ambit of all
technology related legislations.

The current Bill amends the IT Act, 2000 in the following ways. Section 43A, which
mandated that entities possessing sensitive personal data had to provide
compensation to people if negligence caused their data to be breached, Here,
Section 43A has been omitted; proviso to Section 81 of the IT Act proviso, after the
words and figures “the Patents Act, 1970”, the words “or the Digital Personal Data
Protection Act, 2022” has been inserted; and clause (ob) of sub-section (2) of Section
87 has been omitted. This removes the provision on the reasonable security
practices and procedures and sensitive personal data or information under section
43A and the SPDI Rules made under. It also means that the Draft Bill will have an
overriding effect on the IT Act.

Under the 2018 Bill, Section 43A and 87 (2) (ob) of the IT Act were omitted. This
meant that the SPDI Rules, 2011 would be omitted as well. The same was done
under the 2019 Bill.
The 2021 Bill too made the same omissions, Further, another addition was made to
the IT Act which specified that the Data Protection Bill would have an overriding
effect on the IT Act.Under the current Bill, similar omissions were made. However,
the omissions as a consequence resulted in the deletion of the term ‘Sensitive
Personal Data’ from all IT related legislations entirely.

Recommendation:
The Amendment of the IT Act, while necessary, also leads to a scenario where the
definition of Sensitive Personal Data is removed entirely from the ambit of all
technology related definitions. This needs to be remedied, and the definition of
sensitive personal data needs to be introduced to the Bill.
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Amendments to the RTI Act, 2005
Comments: 
The current Bill amends the RTI Act, 2005 to bar the disclosure of personal
information and deletes the proviso as well. 
The 2018 Bill amended the RTI Act to exempt from disclosure information which
would be likely to cause harm to data principles. The current Draft Bill completely
bars the disclosure of personal information, and takes away limitations on the
restrictions to disclose personal information. It removes the powers of the Public
Information Officers to allow disclosure in the public interest as well. 
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Comments: 
While collecting consent from Data Principals, Data Fiduciaries are supposed to
provide them with an itemised list containing a description of the personal data that
is being collected and the purpose for which it was collected. This itemised list is the
Notice. In the current Bill, there has been a substantial reduction of what the Notice
is supposed to contain. The 2019 Bill for example, also required the Notice to
mention the identity and contact details of the data fiduciary and the contact details
of the data protection officer, the right of the data principal to withdraw his consent,
information of other data fiduciaries with whom the data may be shared, the period
for which the personal data would be retained, the nature of data to be processed,
etc. The removal of these important clauses has a two-fold impact. While it lessens
the compliance burden on Data Fiduciaries, it simultaneously reduces the amount of
information that Data Principals have access to with regards to their personal data.
Under the California Consumer Privacy Act, 2018 (CCPA), there exists an obligation
on businesses to send notices about the collection and use of any personal
information of their consumers. These notices are required to be easy to read,
understandable, and accessible.
Further, the CCPA mandates four notices: (1) a privacy policy, (2) a notice at
collection, (3) a notice of the right to opt-out, and (4) a notice of financial incentives.
Under the GDPR as well, there are extensive requirements under notice that need to
be complied with. Article 13 lays out an extensive list of information which has to be
provided to data subjects by data controllers. This includes identity and contact
details of the controller, the contact details of the Data Protection officer, the list of
purposes for processing of data, recipients and categories of processing of personal
data among others. 

Recommendation:
The clause on consent in the current bill needs to be comprehensive and inform
Data Principals about all their rights. It is suggested that other requisite information
such as the contact details of Data Fiduciary, Grievance Redressal Mechanism,
Consent Withdrawal Mechanism be made easily accessible for the Data Principal in a
readable form.

Software Freedom Law Center,  India
2nd Floor, K9  Birbal Road, K-Block
Jangpura Extension, Delhi – 110014

+91-11-43587126
mail@sflc.in
www.sflc.in 

Notice



Comments: 
The provision on consent in the draft Bill is problematic as it imposes consequences
on Data Principals for withdrawal of consent in all scenarios.
Data that has been collected from Data Principals can be processed in two ways.
The first is through their explicit consent, and the second is in situations where their
consent can be deemed to have been obtained. Under Clause 5 of the draft Bill, the
processing of personal data has been made contingent on consent of the Data
Principal or their deemed consent, for lawful purposes. Clause 6 of the draft Bill
mandates the obtaining of consent of the Data Principal on or before collecting and
processing their personal data. Clause 7 of the draft Bill defines consent. In addition
to this, it provides for the right to withdraw consent, and supplies a definition of a
‘consent manager’. We welcome the requirement in Clause 7(1) for an overt
affirmative action to signify that consent is granted.
However, in the previous versions of the Bill, while the burden for withdrawal of
consent was to be borne by the Data Principal if such withdrawal was not for valid
reasons.his qualifier has been omitted in the draft Bill. Under Clause 7(4), the Data
Principal shall now bear the consequences of withdrawing consent irrespective of
whether such withdrawal was for valid reasons.

Recommendation:
The Burden of withdrawing consent must not be put on the data principal even
when it is done for valid reasons as this will disincentivize data principals from
withdrawing consent even when they have valid reasons to do so.
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When the Data Principal voluntarily provides personal data to the Data
Fiduciary and there is a reasonable expectation of giving the data.
For the performance of any function under any law or for receiving any
benefit or service etc.
For compliance with a judgement or order.
For responding to a medical emergency.
For taking measures to provide medical treatment or health services
during an epidemic etc. 
For taking measures for safety, provide assistance during disaster or 
 breakdown of public order.
For the purpose of employment.
For public interest: the Bill provides for a non exhaustive list of 
 circumstances which will fall under the meaning of public interest. 

Comments: 
The provision on Deemed Consent is problematic as it combines two grounds
of processing data- deemed processing, as well as non consensual
processing. There needs to be a division between both, and two separate
provisions must exist for the two distinct kinds of processing. This follows the
accepted best practices that have been adopted the world over. It also is in
line with the previous versions of the Bill
Section 8 of the Bill introduces the concept of Deemed Consent. According to
section 8 consent will be deemed:

1.

2.

3.
4.
5.

6.

7.
8.

These circumstances are similar to the non consensual grounds of
processing as provided in the previous versions of the Bills. Section 13-17 of
the 2018 Bill and Chapter III of the 2019 Bill may be referred to for
comparison.
An issue arises from the use of deemed consent for situations such as medical
emergency, government functions among others. The objective that is intended to
be achieved by creating an exception to consensual processing of data is not
achieved by using the ground of deemed consent. Further, in the case of withdrawal
of consent, the question that arises is: is deemed consent also capable of being
withdrawn? In case it can be withdrawn then multiple practical issues crop up. For
example, if consent is deemed for compliance with a judgment, can a data principal
withdraw it? To correct this situation, the distinction between grounds for
processing with consent and without consent are required to be maintained. Public
interest as given in Clause 8(8) is problematic as it includes even M&A and corporate
restructuring. These have to be well defined and narrow.
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Further, the grounds for deeming consent are even wider than the grounds
for processing of data without consent provided under the earlier Bills.
Clause 8(2) gives wider discretion to the state and its instrumentalities.
Another change that has been brought is deeming consent for processing of
data for public interest. Earlier Bills (section 17 of the 2018 Bill and section 14
of 2019 and 2021 Bill) allowed processing of data for reasonable purpose
which included prevention and detection of unlawful activity including fraud,
mergers and acquisitions, processing of online search engines using publicly
available data etc. Further, this processing was based on fulfilment of 5
conditions:
(a) the legitimate interest of the data fiduciary in processing for that purpose;
(b)whether the data fiduciary can reasonably be expected to obtain the
consent of the data principal;
(c) any public interest in processing for that purpose;
(d) the effect of the processing activity on the rights of the data principal; and
(e) the reasonable expectations of the data principal having regard to the
context of the processing.
In the current Bill, public interest is the same as the reasonable purpose in
the previous bills but now the processing can be done without fulfilling these
5 conditions. Moreover, there is an additional ground of fair and reasonable
purpose under section 8(9) of the 2022 Bill, which allows for processing of
data for any fair and reasonable purpose if it satisfies the following
conditions:
a. whether the legitimate interests of the Data Fiduciary in processing for
that purpose outweigh any adverse effect on the rights of the Data Principal;
b. any public interest in processing for that purpose; and
c. the reasonable expectations of the Data Principal having regard to the
context of the processing.
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The burden for withdrawal of consent must not be put on the data
principal even when there are valid reasons for withdrawal. Putting the
burden of consequences on the Data Principal creates a disincentive and
hampers their exercise of autonomy. Therefore, it is necessary that this
burden is put on the Data Principal only when there is no valid reason to
withdraw consent. 
A distinction must be made for grounds where consent can be deemed
and where processing is done without consent. Only then the objective of
consensual processing of data will be achieved. In order to avoid internal
inconsistencies in the consent framework a line must be drawn between
the two grounds.

Recommendation:
The following recommendations are made based on the issues identified
above:

1.

2.

The grounds for processing of data without consent must be narrowed down  as
they were in the 2018 Bill and made necessity based. The Bill in its current form has
widened the scope of deeming consent in case of processing of data by the state,
employer and processing of data in public interest. This widening of scope will
substantially affect the privacy rights of individuals. Therefore, a reconsideration is
required. 
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